
Spam Case Report: hijacked realty@frasertradex.ca
Strategic Crypto Reserve · prepared 11 October 2026 · support@kevinkatovic.com

SUMMARY
On 11 October 2026 at 15:55 (Pacific) our mail server delivered an unsolicited sexual romance-bait
message to support@kevinkatovic.com from "Maryna" <realty@frasertradex.ca>. The mailbox
belongs to a Canadian realty business and has been hijacked: it was logged into with its password
from a Vodafone Spain connection (31.4.241.184) and the message was relayed by the business's
web host, RPM Cloud / RealPageMaker, on an Amazon EC2 server (18.214.179.239). Replies were to
go to a drop box, close104@outlook.com.

NATURE OF THE MATERIAL
This is not ordinary spam. It is unsolicited, sexually explicit, degrading and predatory material (fake
"single girl" / "private video" / "F*partner" sex lures and romance-bait), sent with no consent, to a
business mailbox, with the obvious aim of luring the reader into fraud. Its content is disgusting and it
is entirely unwelcome. It is also not a one-off: as the evidence below shows, the same people have
been sending it repeatedly, for months, rotating through hijacked accounts every time one is shut
down.

RECURRENCE
The same hijacked mailbox, from the same server, already sent to us on 4 October 2026 (our id
1xDK80-000000006Hw-3hQC; rejected as spam, score 12.7). 11 October is the second attempt in
one week, and this time it got through.

The wording "I will reply to You my photo" is a long-running template: our archive holds 145
messages with it from 130 different senders between 29 January 2024 and 25 September 2026,
nearly always pointing to a new @outlook.com drop box. The link between those messages and this
mailbox is the matching template, not a shared address; the 4 and 11 October messages are a
confirmed direct link.

KEY FACTS
Item Detail

From Maryna <realty@frasertradex.ca>

Subject A Warm Greeting for You.

To support@kevinkatovic.com

Sent from (originating IP) 31.4.241.184, Vodafone Espana S.A.U. (abuse@corp.vodafone.es), ESMTPA login
2026-10-11 22:21:15 UTC

Relay mail.rpmcloud.com → mail2.rpmcloud.com /
ec2-18-214-179-239.compute-1.amazonaws.com [18.214.179.239] (AWS)

Drop box close104@outlook.com

Our message id 1xG2SD-000000004G7-08CB, delivered 15:55:42 -0700

Domain frasertradex.ca, registered 2024-10-09 via Tucows/OpenSRS

ACTION TAKEN: BLOCKS
Where What

Mail server sender block realty@frasertradex.ca (tested: 550 Rejected as spam)

Mail server host block 31.4.241.184 and 18.214.179.239 (tested: 550 Rejected as spam)

Firewall reject rules for 31.4.241.184 and 18.214.179.239



Where What

Content filter new filter rule, score 11 (template wording, drop box, sender). This message now
scores 17.0; older samples also match

ACTION TAKEN: LETTERS (11 Oct 2026, Cc support@kevinkatovic.com, original
attached)

Recipient Purpose Result

support@realpagemaker.com Cease and desist to the host (secure the
mailbox, preserve logs)

Greylisted (temporary 450);
mail server retrying
automatically

postmaster@ / abuse@
frasertradex.ca and rpmcloud.com

Cease and desist Addresses do not exist (550)

abuse@amazonaws.com Relay server 18.214.179.239 Delivered (250)

abuse@corp.vodafone.es Identify subscriber at 31.4.241.184,
preserve record

Delivered (250)

abuse@outlook.com,
junk@office365.microsoft.com

Suspend drop box close104@outlook.com Delivered (250)

reportphishing@apwg.org Spam report Delivered (250)

spam@fightspam.gc.ca Canadian Spam Reporting Centre (CASL) Delivered (250)

SpamCop Spam report with full original Delivered (250)

NOTICE OF INTENT TO PURSUE CHARGES (as stated in the letters)
The continual, repeated delivery of this indecent material has caused ongoing harm to the mental
health and wellbeing of the person who has to read this mailbox. This is a formal notice that we
intend to refer this matter to Canadian law enforcement (the RCMP and the Canadian Anti-Fraud
Centre) and to the CRTC, and to pursue charges against each individual responsible PERSONALLY,
including under section 372(2) (indecent communications) and section 372(3) (repeated
communications intended to harass) of the Criminal Code of Canada, and under Canada's Anti-Spam
Legislation (CASL, S.C. 2010, c. 23, s. 6), under which individuals are personally liable. The mail was
received on a computer system in British Columbia, Canada. No consent was ever given.

We ask you to: (1) suspend or secure the account(s) named below immediately; (2) PRESERVE all
subscriber, login, session and IP logs for these accounts so they are available to law enforcement;
and (3) confirm the action taken.

EVIDENCE: SERVER LOG
2026-10-04 04:11:38 1xDK80-000000006Hw-3hQC H=ec2-18-214-179-239.compute-1.amazonaws.com (mail2.rpmcloud.com) [18.214.179.239] F=<realty@frasertradex.ca> rejected after DATA: Rejected as spam (score 12.7)
2026-10-11 15:55:42 1xG2SD-000000004G7-08CB <= realty@frasertradex.ca H=ec2-18-214-179-239.compute-1.amazonaws.com (mail2.rpmcloud.com) [18.214.179.239] P=esmtp S=3763 id=I0Y6QUMI-5ITF-XGF9-2A8Z-BZU2I7MMAXY7@frasertradex.ca

EVIDENCE: MESSAGE HEADER
Return-path: <realty@frasertradex.ca>
Envelope-to: support@kevinkatovic.com
Delivery-date: Sun, 11 Oct 2026 15:55:42 -0700
Received: from ec2-18-214-179-239.compute-1.amazonaws.com ([18.214.179.239] helo=mail2.rpmcloud.com)
	by kevinkatovic.com with esmtp (Bulletmail 9.11)
	(envelope-from <realty@frasertradex.ca>)
	id 1xG2SD-000000004G7-08CB
	for support@kevinkatovic.com;
	Sun, 11 Oct 2026 15:55:42 -0700
Received: from mail.rpmcloud.com (mail1 [10.0.0.232])
	by mail2.rpmcloud.com (Postfix) with ESMTP id 3BF7DC4DC9
	for <support@kevinkatovic.com>; Sun, 11 Oct 2026 16:24:57 -0600 (MDT)
Received: from localhost (localhost [127.0.0.1])
	by mail.rpmcloud.com (Postfix) with ESMTP id 372DBC0A60
	for <support@kevinkatovic.com>; Sun, 11 Oct 2026 16:24:57 -0600 (MDT)
X-Virus-Scanned: RPM Mail Sys at mail.realpagemaker.com



Received: from mail.rpmcloud.com ([127.0.0.1])
	by localhost (mail.rpmcloud.com [127.0.0.1]) (amavisd-new, port 10024)
	with ESMTP id 3897b7G1Yf90 for <support@kevinkatovic.com>;
	Sun, 11 Oct 2026 16:24:56 -0600 (MDT)
Received: from kaxutixara (unknown [31.4.241.184])
	by mail.rpmcloud.com (Postfix) with ESMTPA id 2AAD7C0EBF
	for <support@kevinkatovic.com>; Sun, 11 Oct 2026 16:21:15 -0600 (MDT)
Content-Type: text/plain; charset="utf-8"
Content-Transfer-Encoding: quoted-printable
From: Maryna <realty@frasertradex.ca>
Date: Sun, 11 Oct 2026 22:21:16 +0400
Subject: A Warm Greeting for You.
Message-Id: <I0Y6QUMI-5ITF-XGF9-2A8Z-BZU2I7MMAXY7@frasertradex.ca>
To: support@kevinkatovic.com
X-Mailer: iPhone Mail (23G90)
Mime-Version: 1.0
X-realpagemaker-MailScanner: Found to be clean, Found to be clean
X-realpagemaker-MailScanner-Information: Please contact the ISP for more information
X-realpagemaker-MailScanner-ID: 3BF7DC4DC9.AA313
X-realpagemaker-MailScanner-From: realty@frasertradex.ca

EVIDENCE: MESSAGE BODY
Im alone single 45 yo Babe from Ukraine! I am currently single and have never had children,
currently Im trying to find excellent dude from United States.

What State are You from?

I will reply to You my photo attached.

email at close104@outlook.com
Have a nice day.

Sent from my iPhone

-- 
This message has been scanned for viruses and
dangerous content by MailScanner, and is
believed to be clean.


